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Volume Purpose
Volume II applies the identity and transport substrate of Volume I to the data tier. The database layer carries the same credential vulnerabilities as the identity and network layers — stored passwords, NTLM fallback, manual rotation, no continuous evidence — and it is where most federal business systems keep their crown jewels. This volume closes that surface: it eliminates stored SQL credentials through Arc Managed Identity and token-based authentication, provides the operational runbooks to execute the migration, and resolves the network-physics constraints — the speed-of-light propagation floor and consistency-class alignment — that govern how far a database can be consolidated before physics, not procurement, decides.
The database is the first large estate where the series’ workload-identity progression is executed end to end. It is therefore both an application of the Volume I substrate and the first end-to-end test of whether the substrate holds under real production load.
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How This Volume Fits the Program
Volume II consumes the cryptographic identity of Vol I Book 03 (Certificates & Tokens) and the transport of Vol I Books 05–06, and it feeds two downstream volumes: its DR runbooks are the Section-5 recovery procedures and its geo-replicated replica architecture is the CP-6 alternate-storage content the Business Continuity book (Vol IV Book 01) assembles into a CP-2 plan, and its continuous SQL compliance record emits into the Multi-Cloud Evidence Fabric (Vol III Book 07) like every other source. It is the bridge between the substrate and the operational and governance volumes that follow.
Where This Volume’s Evidence Lands — Volume X (Optional)
Where the closures and evidence this volume produces bind to the governance substrate — the conformance layer, the surface slots, and the evidence contract — is documented once, for the whole series, in Vol X Book 00 — Governance-Substrate Integration. The binding is optional and separable: this volume, and the series it belongs to, stands complete at FedRAMP Moderate with no substrate engagement at all; adopting the substrate adds machine-checked scoring and drift-gating on top of what is already closed, and can be adopted later — or never — without rework.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
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Series Context — This document is Vol II Book 01 of the Federal Compliance series. Vol I Books 01–06 cover Landing Zone IPAM/DDI/PKI, Network Access Control, Certificates and Tokens, OPM HRIT and the Identity & Organizational SSOT, Network Modernization, and Telecommunications Modernization. This book addresses the authentication layer of SQL Server — the protocol, credential, and identity surface that persists after network controls are in place.
The Inherited Problem: What Kerberos Actually Does
Every federal SQL Server deployment inherits a credential architecture designed in 1999. Kerberos was built for a world with a single, reachable domain controller and a flat LAN. In that world it worked perfectly: a client obtained a ticket from the KDC, presented it to SQL Server, and SQL Server validated it against the domain — all within milliseconds on the same physical network.
That world ended.
Federal environments now span multiple cloud regions, SD-WAN fabrics, and government-community cloud tenants. The domain controller that issues Kerberos tickets is not co-located with the SQL Server, the client, or the cloud workload. The result is predictable: Kerberos fails, the stack falls back to NTLM, and the agency unknowingly operates with an authentication protocol that cannot be audited or monitored at the token level.
What Kerberos Requires
Kerberos requires three things to work:
1. A reachable KDC. The client must reach a domain controller to obtain a ticket. Across cloud regions, SD-WAN paths, or VPN tunnels, this often fails silently.
1. A correct SPN. SQL Server must have a correctly registered Service Principal Name (SPN) in Active Directory. Missing or duplicate SPNs force NTLM fallback.
1. Clock synchronization. Kerberos tickets expire at five minutes of clock skew. In hybrid cloud environments, NTP disciplining is not always consistent.
When any of these three conditions fail, Windows drops to NTLM. NTLM is a challenge-response protocol: it works without a KDC, without an SPN, and without clock sync. It also cannot be monitored, cannot emit token-level audit events, and cannot be gated by Conditional Access.
The NTLM Problem
NTLM is not merely a legacy protocol. It is an active compliance gap:
· Audit opacity. NTLM authentication does not produce token-level event records that SIEM systems can correlate. It produces a successful logon event with no cryptographic binding to a specific user device or location.
· Pass-the-hash. NTLM credentials can be captured in memory and replayed without knowing the password. Kerberos tickets are scoped to a service and time window; NTLM hashes are reusable indefinitely.
· No Conditional Access. NTLM bypasses Entra ID Conditional Access entirely. A machine compliance check, MFA requirement, or location policy cannot intercept an NTLM authentication.
· OMB M-22-09 (Zero Trust) and Microsoft’s NTLM deprecation. The federal Zero Trust mandate drives phishing-resistant authentication and the retirement of legacy challenge/response protocols like NTLM, and Microsoft is separately deprecating NTLM at the Windows platform level. (BOD 25-01 governs M365 SCuBA secure baselines and does not itself mandate NTLM elimination.) The transition from Kerberos/NTLM to Entra ID token-based authentication is the mechanism, not the goal. The goal is the elimination of NTLM.
The Estate: What Must Be Discovered
Before any migration can begin, the SQL Server estate must be fully inventoried. This is not a documentation exercise. The inventory drives every subsequent decision about which instances are retained, which are consolidated, and which are retired.
Discovery Dimensions
An effective SQL Server estate discovery captures four dimensions for every instance:
Version and end-of-life posture. SQL Server 2019 is supported through Extended Security Updates (ESU) via Azure Arc at no additional cost. SQL Server 2017 and earlier require immediate attention — ESU coverage ends on a fixed schedule, and out-of-support instances cannot receive security patches. SQL Server 2022 is the migration target for all retained instances.
Authentication methods in use. Every instance is audited for the authentication types in use: Windows Integrated (Kerberos or NTLM), SQL mixed-mode logins, and any service accounts that use stored credentials. The audit must capture both successful and failed authentication events (Event IDs 4624 and 4625) to identify NTLM fallback patterns.
Service Principal Name registration. SPNs are checked against the Active Directory record for each SQL Server service account. Missing or duplicate SPNs are the most common cause of silent NTLM fallback in environments where Kerberos is expected. The SPN trail also reveals which service accounts are registered under which context — machine accounts vs. user accounts — which determines the migration approach.
Dependency mapping. Linked servers, application connection strings, ODBC data sources, SSIS packages, and SSRS data connections all carry authentication assumptions. These must be inventoried before any login is disabled. A login that appears unused may be the authentication identity for a report that runs monthly.
The Consolidation Gate
The inventory drives a consolidation gate before any technical migration begins. Every instance is assessed against three lenses:
Utilization and zombie detection. Instances with no connections in 90 days, low sustained CPU, or no identifiable owning application are zombie candidates. Zombie instances are decommissioned — they cannot be migrated to a posture that doesn’t exist.
Version and supportability. Instances below SQL Server 2019 that cannot be upgraded in-place are candidates for migration to Azure SQL Managed Instance or PostgreSQL, depending on workload characteristics.
Dependency analysis. Instances with cross-instance linked servers require a migration sequence that respects dependency order. An instance that is a linked-server target for three other instances cannot be migrated until the other three are migrated first.
Instances that survive the consolidation gate proceed to authentication modernization. Instances that do not survive are documented and decommissioned per change management policy.
Arc as the Identity Bridge
Azure Arc resolves the SQL Server authentication problem in the most direct way possible: it replaces the domain credential entirely.
What Arc Provides
An Azure Arc agent installed on a Windows Server gives that server a system-assigned Managed Identity — a cloud-native identity backed by a certificate in the local store. The certificate is automatically rotated every 90 days. No human ever sees the certificate or its private key. No password is stored in a vault, a connection string, or a service account profile.
The Managed Identity is registered in Entra ID as a service principal. SQL Server 2022 with the Entra authentication extension can use this identity to authenticate database connections from Entra-registered identities — users, groups, and other managed identities — without requiring any Active Directory credential.
Layer 1: SQL Engine Authentication
The first authentication layer is SQL Engine authentication. This is what most SQL Server migration programs target: replacing Windows Integrated Authentication and SQL logins with Entra ID authentication at the database connection level.
Requirements: SQL Server 2022 (or SQL Server 2019 with the Entra extension), Azure Arc agent installed on the host, domain-joined Windows Server 2019 or later. The host does not need to be domain-unjoined for Layer 1.
What changes: Database logins are migrated from Windows logins (authenticated via Kerberos/NTLM) and SQL logins (authenticated via stored password) to Entra logins (authenticated via token). Applications authenticate using DefaultAzureCredential, ManagedIdentityCredential, or an equivalent token provider in the Azure Identity SDK. Connection strings change from Integrated Security=SSPI to Authentication=Active Directory Default.
What stays the same: The host remains domain-joined. Group Policy still applies. SQL Server configuration is unchanged except for the authentication extension. The transition is transparent to the SQL Engine itself.
Layer 2: OS-Level Entra Login
The second authentication layer is operating system login. This is a more significant transition: the Windows Server host is domain-unjoined and configured for Entra-native OS authentication.
Requirements: Windows Server 2025 (the first version with stable Entra ID OS login), domain unjoin, Entra ID Joined enrollment (Entra Join, not Hybrid Join). This is a distinct migration program from Layer 1 and is typically sequenced after all SQL Engine authentication is migrated.
What changes: OS logins move from AD user accounts to Entra accounts. RDP and local console access is authenticated against Entra. Group Policy is replaced by Intune or equivalent MDM. The server no longer requires connectivity to an on-premises domain controller.
Most federal SQL Server migration programs implement Layer 1 across the estate and Layer 2 on new deployments and greenfield systems. Legacy hosts that require domain join for other reasons (RADIUS, print services, legacy application hooks) may remain hybrid-joined for an extended transition period while Layer 1 is fully deployed.
Why Arc, and Not the Alternatives
Four alternatives to Arc Managed Identity are commonly proposed. Each has a disqualifying limitation:
Group Managed Service Accounts (gMSA). gMSAs automate password rotation for service accounts. They do not eliminate the dependency on Active Directory — they are an AD construct. Migrating to gMSA re-anchors the service account to the same AD being retired.
Vault-managed Service Principals. A credential vault (Azure Key Vault, HashiCorp Vault) manages a service principal secret and rotates it on a schedule. This approach still stores a bootstrap credential: the vault client needs a credential to authenticate to the vault. The bootstrap credential is the problem, not the secret being managed.
Certificate-Based Authentication. CBA is an improvement over passwords — certificates can be scoped and time-limited. But certificate distribution, trust chain management, and revocation infrastructure are operational burdens at scale. CBA is a reasonable interim posture, not a target architecture.
Arc Managed Identity. The sole credential-free, cloud-native option. No stored secret, no rotation burden, no AD dependency. The certificate is managed by the Arc agent and is not accessible to any user or process outside the agent context.
NTLM Elimination
NTLM elimination is a three-phase program. Each phase has measurable exit criteria. Phases do not overlap — Phase B does not begin until Phase A is complete across the in-scope estate.
Phase A — Discovery
Phase A maps every NTLM source in the SQL Server estate. The output is a structured list of NTLM-generating patterns, each classified by root cause.
Event log analysis. Windows Security log Event IDs 4624 (successful logon) and 4625 (failed logon) are analyzed for authentication type. NTLM logon events have LogonType = 3 and AuthenticationPackage = NTLM. A 30-day event collection baseline is sufficient for most estates.
SPN audit. setspn -L <serviceaccount> and setspn -Q MSSQLSvc/* are run against the domain to identify missing, duplicate, and incorrectly formatted SPNs. Missing SPNs are the most common source of NTLM fallback in environments where Kerberos is expected.
Four NTLM-generating patterns. Phase A classifies every NTLM source into one of four patterns:
1. Missing or incorrect SPN. The SQL Server service account has no SPN, or the SPN is registered in the wrong format (hostname vs. FQDN, wrong port). Fix: setspn -S MSSQLSvc/<host>:<port> <serviceaccount>.
1. Cross-site connection. A client in a branch office or cloud region attempts Kerberos but the nearest KDC is unreachable. The fallback to NTLM is silent. Fix: Cloud Kerberos Trust or Entra-native authentication.
1. Linked-server passthrough. A linked server passes credentials from the calling context to the remote SQL Server. If the calling context uses NTLM, the linked server passes NTLM. Fix: Migrate the linked server to use a Managed Identity or dedicated service principal.
1. Non-domain-joined application host. An application server that is not domain-joined cannot perform Kerberos authentication. It uses NTLM or SQL logins. Fix: Domain join, Arc enrollment, or migration to Entra-native application authentication.
Phase B — Remediation
Phase B addresses every NTLM source identified in Phase A. The remediation sequence for the most common pattern — missing SPN — is representative:
1. Register the correct SPN: setspn -S MSSQLSvc/<hostname>.<domain>:<port> <serviceaccount>
1. Register the short-name variant: setspn -S MSSQLSvc/<hostname>:<port> <serviceaccount>
1. Restart the SQL Server service to pick up the new SPN
1. Verify with klist that subsequent connections use Kerberos
For cross-site NTLM, Phase B deploys Cloud Kerberos Trust — an Azure AD Kerberos server that issues partial Kerberos tickets satisfied by Entra ID. This allows Kerberos authentication across network boundaries without requiring a reachable on-premises KDC.
For linked servers, Phase B migrates the authentication from passthrough credentials to a dedicated Managed Identity or service principal with the minimum required permissions.
NTLMv1 block. At the end of Phase B, NTLMv1 is blocked at the domain level via Group Policy (Network security: LAN Manager authentication level = Send NTLMv2 response only/refuse LM and NTLM). NTLMv1 has no legitimate use case in a federal environment; its removal follows Microsoft/DISA STIG hardening guidance and OMB M-22-09 zero-trust doctrine.
Phase C — Domain-Wide Block
Phase C applies the final Group Policy that refuses all NTLM authentication at the domain level. This is a blocking change — any authentication that still relies on NTLM after Phase C will fail.
Phase C is executed only after Phase B is verified complete. The verification is a 30-day observation period with zero NTLM authentication events in the Security log. If NTLM events appear during the observation period, the source is investigated and remediated before the observation window restarts.
Phase C completion is the evidence baseline for the AU-2/AU-12 controls in the FedRAMP 20x continuous monitoring record.
The Login Migration
SQL Server logins are the database-level identity records. Migrating logins is the core technical action of the SQL Server modernization program. Every instance that survives the consolidation gate undergoes a login migration.
Login Types and Migration Targets
SQL Server supports three login types:
Windows logins. Authenticated via Kerberos or NTLM. These are the logins being replaced. Each Windows login is matched to an Entra identity (user, group, or service principal) and a corresponding Entra login is created alongside it.
SQL logins. Authenticated via stored password hash. SQL logins are a compliance risk regardless of NTLM — they store a credential in the SQL Server instance that is not rotated by any external system. SQL logins are migrated to Entra logins or, for service account contexts, to Managed Identity connections.
Entra logins. Created with CREATE LOGIN [<entra-identity>] FROM EXTERNAL PROVIDER. Authenticated via Entra ID token. These are the migration target.
The Four-Phase Parallel Run
Login migration must be executed as a parallel run — not a cutover. The legacy login remains active while the Entra login is created and validated. Only after validation is the legacy login disabled, and only after a 30-day observation period is it dropped.
Phase 1 — Create. CREATE LOGIN [user@agency.gov] FROM EXTERNAL PROVIDER — or for a group: CREATE LOGIN [GroupName] FROM EXTERNAL PROVIDER with the Entra Object ID.
Phase 2 — Validate. The Entra login is tested with real credentials against every connection path: direct connection, application connection string, ODBC data source, linked server. Authentication scheme is confirmed as Entra (not Windows Integrated, not SQL). Database role membership is verified.
Phase 3 — Disable. ALTER LOGIN [domain\user] DISABLE. The legacy login still exists but cannot be used. This is the critical safety step: if an application was using the legacy login and was missed in the dependency audit, it will fail at this point — but the legacy login can be re-enabled immediately without any data loss or service disruption.
Phase 4 — Drop. After a 30-day observation period with no authentication failures traceable to the disabled login, DROP LOGIN [domain\user] is executed. The login is gone.
Never drop a login until the 30-day observation period is complete. The observation period is not optional. Applications discover their dependencies against production traffic, not documentation. A login that appears unused in the inventory may be the authentication identity for a monthly process.
The sa Account
The sa (system administrator) account requires special handling. It is a SQL login — a stored password — and it exists in every SQL Server instance regardless of whether it was ever used. Left enabled, it is a standing attack surface.
The sa account cannot be dropped. It must be disabled and renamed:
ALTER LOGIN sa DISABLE;
ALTER LOGIN sa WITH NAME = [disabled_sa_<instancename>];
Disabling sa is a CM-8 inventory action and should be documented in the instance’s change record. The renamed, disabled account remains in the login list as evidence that the action was taken.
Access Control and the Entra Perimeter
Entra ID Conditional Access, when applied to SQL Server connections, creates an authentication perimeter that cannot be expressed in SQL Server itself. SQL Server can grant or deny based on login existence and database role. It cannot enforce MFA, device compliance, or location policy. Entra ID can.
Entra Dynamic Groups as SQL Authorization Source
SQL Server authorization at the database level maps to Entra group membership via Entra database principals (CREATE USER [<group>] FROM EXTERNAL PROVIDER). The group membership is the authorization record — a user in the Entra group has the database role assigned to that group’s database principal.
Dynamic groups in Entra ID assign membership based on HR-derived attributes: department, job code, work location, management chain. Dynamic group membership is continuously reconciled by Entra ID — when an employee’s department changes in the HR system, their group membership changes automatically, and their SQL Server access changes with it. No manual SQL Server access provisioning is required.
This is the identity lifecycle enforcement mechanism: access is derived from employment status and role, not from a ticket submitted to a DBA.
Conditional Access Policies for SQL
Entra ID Conditional Access policies are applied to the Entra authentication flow that SQL clients use. Policies can enforce:
· MFA for privileged logins. DBA logins (members of sysadmin, securityadmin, or custom privileged groups) require MFA at every authentication.
· Device compliance. Connections from devices not enrolled in the MDM system are blocked. This eliminates authentication from unmanaged endpoints.
· Location restrictions. Authentication from outside defined trusted IP ranges requires MFA step-up or is blocked entirely. This addresses contractor and vendor access from personal systems.
· Session time limits. Access tokens for SQL connections have a configurable lifetime. Privileged sessions are time-limited and require re-authentication after expiry.
Conditional Access policies are configured at the Entra tenant level and apply to all SQL connections authenticated via Entra — there is no per-instance configuration required in SQL Server.
The Application Chain
Every application that connects to SQL Server carries an authentication assumption. Connection strings, ODBC data sources, service accounts, and application configuration files all encode the authentication method. These must all be updated as part of the login migration program.
Application Authentication Classes
Applications that connect to SQL Server are classified into four categories based on their ability to use modern authentication:
Class 3 — OIDC/Token (Preferred). The application uses the Azure Identity SDK and DefaultAzureCredential or a ManagedIdentityCredential. The connection string specifies Authentication=Active Directory Default. No stored credential. Entra ID is the primary IdP. This is the target class for all new development and the migration goal for existing applications that can be modified.
Class 2 — SAML Federation (Acceptable). The application uses SAML authentication federated through Entra ID. Entra ID is the IdP; the application remains SAML-aware. The SQL connection is made under a federated identity rather than a directly-issued token. This is acceptable for applications that cannot be modified to use the Azure Identity SDK but are otherwise functional.
Class 1 — Application Proxy (Constrained). The application cannot have its authentication modified. An Azure AD Application Proxy or equivalent reverse proxy provides an Entra-authenticated front-end while the application continues to use its internal authentication mechanism to connect to SQL Server. This is a constrained posture — the SQL connection may still use a service account credential — but the user-facing authentication is modernized.
Class 4 — Domain Services (Last Resort). The application requires AD for authentication and cannot use any of the above approaches. Azure AD Domain Services preserves the AD dependency in a managed form. This is the last resort — it preserves the AD dependency that the program is trying to eliminate. No new applications should be assigned Class 4.
Connection String Transformation
The most common transformation in the application chain is connection string modification from Windows Integrated Authentication to Entra Default authentication:
Before:
Server=sql01.agency.gov;Database=ApplicationDB;Integrated Security=SSPI;
After:
Server=sql01.agency.gov;Database=ApplicationDB;Authentication=Active Directory Default;
The Authentication=Active Directory Default directive instructs the SQL client library to acquire an access token from the available managed identity, environment credential, or interactive login — whichever is available in the execution context — and present it to SQL Server as the authentication credential.
For applications running as Azure resources (App Service, Azure Functions, Container Apps), the available credential is the application’s Managed Identity. For applications running on Arc-enrolled servers, the available credential is the server’s Managed Identity. No stored credential is required.
Linked Server Migration
Linked servers that pass authentication credentials from the calling context are a significant risk. The EXECUTE AS or SELF security context options used in linked server definitions determine whether the calling credential is passed through. In a post-migration posture:
· Linked servers should authenticate using a dedicated service principal or Managed Identity with minimum necessary permissions.
· The SELF passthrough option should be disabled in most cases — it passes whatever credential the calling query used, which may be an NTLM credential.
· Linked servers to non-SQL systems (Oracle, PostgreSQL, OData) are audited for credential storage in the linked server definition.
The Transformed Posture
After a complete migration, the SQL Server authentication posture looks fundamentally different from the inherited state:
	Authentication Surface
	Before
	After

	User database connections
	Windows Integrated (Kerberos/NTLM)
	Entra token via Azure Identity SDK

	Service account connections
	SQL login or Windows service account
	Managed Identity (credential-free)

	DBA logins
	Windows admin accounts
	Entra privileged accounts + MFA

	sa account
	Enabled (often with default password)
	Disabled and renamed

	Application connections
	Integrated Security=SSPI
	Authentication=Active Directory Default

	Linked servers
	Passthrough or stored credential
	Service principal or Managed Identity

	Group authorization
	AD security groups
	Entra dynamic groups (HR-derived)

	MFA enforcement
	None
	Conditional Access on all privileged logins

	Access lifecycle
	Manual DBA provisioning
	HR attribute-driven dynamic group

	NTLM exposure
	Ubiquitous, silent
	Zero NTLM (domain-wide block)


Certificate Authority and PKI Dependencies
SQL Server uses TLS for transport encryption. The TLS certificate chain anchors to a certificate authority. In federal environments this is typically an internal PKI (usually ADCS) or a FedRAMP-authorized certificate service.
When Active Directory is retired or domain-unjoined servers are migrated to Entra, the ADCS infrastructure that issued server certificates must be addressed:
Certificate renewal. Domain-joined ADCS certificate auto-enrollment stops working when the host is domain-unjoined. A replacement enrollment mechanism — DigiCert, GlobalSign, or equivalent FedRAMP-authorized CA, or Azure Private CA — must be in place before the domain is unjoined.
SQL Server TLS configuration. SQL Server reads its TLS certificate from the local certificate store. The migration from ADCS-issued certificates to a new CA requires updating the SQL Server Configuration Manager to reference the new certificate and restarting the SQL Server service.
Certificate pinning. Some connection strings or ODBC configurations pin to a specific certificate thumbprint. These must be identified in the dependency inventory and updated before the certificate is replaced.
The PKI surface is addressed in Vol I Book 01 (Cloud Landing Zone, IPAM/DDI) of this series. The certificate authority decisions made in Vol I Book 01 apply directly to the SQL Server certificate migration described here.
Database Platform Decisions
The SQL Server modernization program creates a rationalization gate at which the platform decision for each workload is revisited. SQL Server 2022 with Arc Managed Identity is the primary target, but two alternative platforms are worth evaluating:
PostgreSQL for New Workloads
PostgreSQL on Azure Database for PostgreSQL — Flexible Server supports Entra authentication natively. For new database workloads with no existing PL/SQL or T-SQL corpus, PostgreSQL avoids the SQL Server licensing cost and provides equivalent Entra authentication posture.
For existing workloads, schema migration from SQL Server to PostgreSQL requires the SQL Server Migration Assistant (SSMA) for PostgreSQL and significant testing effort. This is appropriate when the licensing cost savings justify the migration investment — typically when the SQL Server instance is a new deployment or a simple schema with minimal stored procedures.
Azure SQL Managed Instance
Azure SQL Managed Instance is a fully managed SQL Server deployment in Azure that supports Entra authentication and provides a path to a cloud-native posture without infrastructure management. It is appropriate when the workload can move off on-premises infrastructure entirely and the agency’s cloud strategy supports Azure-native hosting.
The authentication migration described in this document applies to Azure SQL Managed Instance identically — Entra logins, Managed Identity connections, and Conditional Access policies work the same way.
Federal Compliance Alignment
NIST SP 800-53 Rev 5 Control Closure
Closure Necessity — IA-2 on multipath transport. Kerberos binds authentication to a session and a location: the client must reach a KDC, the SPN must resolve unambiguously to one service instance, and the ticket assumes a stable path between client, KDC, and server. On an SD-WAN fabric that steers each flow per-application across multiple paths — and across cloud boundaries where no domain controller is reachable — those assumptions fail, and the stack falls back silently to NTLM, which emits no token-level audit event and admits no Conditional Access gate. The only authentication mechanism that survives application-aware, multipath transport is a cryptographically validated token presented at the endpoint, independent of the path the packets took — the doctrine established in Vol I Book 03, which this book applies to SQL Server. There is no SPN repair, KDC placement, or clock discipline that makes session-bound authentication path-independent.
	Control
	Control Name
	Closed By
	How

	IA-2
	Identification and Authentication — Organizational Users
	Entra login migration
	Token-based authentication replaces Windows Integrated and SQL auth

	IA-3
	Device Identification and Authentication
	Arc Managed Identity
	Server identity is cryptographically bound to Arc enrollment

	IA-5
	Authenticator Management
	Credential elimination
	Managed Identity eliminates stored credentials; sa disabled

	IA-5(1)
	Password-Based Authentication
	SQL login elimination
	SQL logins (stored password hashes) removed from all instances

	AC-2
	Account Management
	Entra dynamic group lifecycle
	Access lifecycle driven by HR attributes, not manual DBA requests

	AC-3
	Access Enforcement
	Database role + Entra group
	Authorization enforced at Entra group membership level

	AC-17
	Remote Access
	Conditional Access
	Remote SQL access gated by device compliance and location policy

	AU-2
	Event Logging
	NTLM elimination
	NTLM eliminated; all authentication produces auditable token events

	AU-12
	Audit Record Generation
	Entra token audit trail
	Entra sign-in logs provide token-level audit for every connection

	CA-7
	Continuous Monitoring
	CCM compliance record
	Continuous monitoring baseline established per FedRAMP 20x requirements

	CM-2
	Baseline Configuration
	Login inventory documentation
	Login migration produces a documented baseline of all database identities

	CM-8
	System Component Inventory
	Estate discovery output
	All SQL instances, versions, and logins inventoried and documented

	SC-8
	Transmission Confidentiality and Integrity
	TLS + Arc cert
	SQL Server TLS with Arc-managed certificate for all connections

	SI-4
	System Monitoring
	Zero NTLM monitoring
	Post-Phase C monitoring for any NTLM recurrence


FedRAMP 20x Key Security Indicators
FedRAMP 20x replaces annual assessment with continuous machine-readable evidence. The SQL Server migration program produces the following KSI evidence artifacts:
· Authentication posture report. Machine-readable export of all database logins, their types, and their last authentication event. Updated daily from SQL Server audit logs.
· NTLM event count. Zero-count assertion for NTLM authentication events in the Windows Security log, validated against the Group Policy configuration.
· Managed Identity coverage. Percentage of service account connections using Managed Identity vs. stored credential. Target: 100%.
· Conditional Access compliance. Percentage of Entra-authenticated SQL connections from compliant devices. Non-compliant connection attempts are blocked and logged.
· sa account status. Disabled and renamed on all instances. Continuous check via SQL audit.
These artifacts provide KSI evidence (KSI-IAM for identity and authentication, KSI-MLA for monitoring and logging) toward the IA-2, IA-5, AU-2, AU-12, CA-7, and CM-8 control obligations under FedRAMP 20x.
Summary
The SQL Server authentication modernization program addresses the credential surface that persists after network controls are in place. Kerberos and NTLM authentication, SQL logins, and stored service account credentials are replaced with Arc Managed Identity, Entra token-based authentication, and dynamic group authorization. The transformation eliminates NTLM, removes all stored credentials from SQL Server, and creates a machine-readable compliance baseline aligned with FedRAMP 20x requirements.
The program is structured as four sequential workstreams: estate discovery and consolidation gate, Arc enrollment and Layer 1 authentication migration, NTLM elimination, and application chain migration. Each workstream has measurable exit criteria. The migration does not require taking systems offline — parallel run patterns ensure continuity throughout.
The certificate authority and PKI decisions from Vol I Book 01 (Cloud Landing Zone, IPAM/DDI) provide the transport encryption foundation. The network segmentation and SD-WAN traffic class controls from Vol I Books 05–06 (Network Modernization and Federal Telecommunications Modernization) provide the network-layer isolation. This book provides the identity and credential foundation. Together they constitute the application-aware networking posture required for FedRAMP 20x authorization.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
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Series Context — This document is Vol II Book 02 of the Federal Compliance series and the implementation companion to Vol II Book 01 (SQL Server Authentication Modernization). Vol II Book 01 covers the conceptual framework; this document provides the operational runbooks, command references, and configuration templates for execution.
How to Use This Guide
This guide is organized as ten sequential books. Each book has a defined scope, prerequisites, and measurable completion criteria. Books must be run in order — later books depend on state established by earlier ones.
The consolidation gate at Book 02 is a real gate, not a formality. Instances that do not meet the retain criteria are decommissioned before migration resources are spent on them. An instance that is retired is not migrated — it is turned off, its databases are archived or transferred, and it is removed from the estate inventory.
Safety model. Every destructive action in this guide is preceded by a documented undo path. ALTER LOGIN DISABLE can be reversed with ALTER LOGIN ENABLE. SPNs can be removed with setspn -D. Arc enrollment can be unenrolled. Every action up to that point is reversible; the first irreversible action is DROP LOGIN in Book 05 — and that action is explicitly gated behind a 30-day observation period.
Test environment requirement. Books 03–06 should be validated in a test environment before execution against production instances. The test environment must be Arc-enrolled and running SQL Server 2022 to produce meaningful validation results. Testing against SQL Server 2019 with the Entra extension is acceptable for Book 03 (audit only); Book 04’s Entra-enablement and Book 05 (login migration) require 2022.

Book 01 — Prerequisites and Toolchain
Prerequisites Checklist
Before beginning any migration work, verify the following conditions are met on every instance in scope:
Licensing and support posture:
· SQL Server version identified (2019, 2022, or earlier)
· All pre-2019 instances have a documented upgrade or migration plan
· SQL Server 2019 instances have ESU coverage confirmed via Arc enrollment (free via Arc)
· SQL Server 2022 is the target version for all retained instances
Azure connectivity:
· Outbound HTTPS (port 443) to management.azure.com, login.microsoftonline.com, *.his.arc.azure.com confirmed from each server
· Azure subscription available in the agency tenant with Arc-enabled servers resource group
· Service principal or Managed Identity with Azure Connected Machine Onboarding role for Arc enrollment
Active Directory baseline:
· Domain joined status confirmed for all in-scope instances
· Service account identified for each SQL Server service (not NETWORK SERVICE or LOCAL SYSTEM)
· SQL Server Configuration Manager accessible on each instance
Toolchain setup:
· Azure CLI (az) installed on the management workstation, version 2.50 or later
· SQL Server Management Studio (SSMS) 19 or later, or Azure Data Studio with SQL extension
· sqlcmd utility available on the management workstation
· setspn.exe available (included in Windows Server RSAT tools)
Service Account Baseline
Every SQL Server service must run under a dedicated, named service account — not NETWORK SERVICE, LOCAL SYSTEM, or a shared service account. This baseline is required before SPN registration and before Arc enrollment.
Identify the current service account for each SQL Server instance:
Get-WmiObject Win32_Service -Filter "Name LIKE 'MSSQL%'" |
    Select-Object Name, StartName, State |
    Export-Csv "$env:USERPROFILE\Desktop\sql-service-accounts-$(Get-Date -Format yyyyMMdd).csv"
For any instance running under NETWORK SERVICE or LOCAL SYSTEM, create a dedicated domain service account and update the SQL Server service account via SQL Server Configuration Manager before proceeding.

Book 02 — Estate Discovery and Consolidation Gate
SQL Instance Scan
Run the following against the domain to identify all SQL Server instances registered in Active Directory:
# Discover all SQL instances via SPN registration
$domain = (Get-ADDomain).DistinguishedName
$spns = Get-ADObject -Filter { objectClass -eq "computer" } `
    -Properties servicePrincipalName |
    Where-Object { $_.servicePrincipalName -like "MSSQLSvc/*" } |
    Select-Object Name, @{N="SPNs";E={$_.servicePrincipalName -join "; "}}

$spns | Export-Csv "$env:USERPROFILE\Desktop\sql-spn-inventory-$(Get-Date -Format yyyyMMdd).csv" -NoTypeInformation
Cross-reference SPN results against Azure Migrate discovery output if available. Instances registered in SPN but not responding to connection attempts are candidates for the zombie classification.
Authentication Type Audit
For each discovered instance, run the authentication audit to identify NTLM sources:
-- Run on each instance to identify authentication types in use
-- Requires VIEW SERVER STATE permission
SELECT
    login_name,
    auth_scheme,
    host_name,
    program_name,
    COUNT(*) AS connection_count,
    MAX(connect_time) AS last_connection
FROM sys.dm_exec_sessions
WHERE is_user_process = 1
GROUP BY login_name, auth_scheme, host_name, program_name
ORDER BY auth_scheme, connection_count DESC;
Authentication scheme values: KERBEROS, NTLM, SQL, CERTIFICATE. Instances with NTLM connections are flagged for Phase B remediation. Instances with SQL connections are flagged for login migration.
Utilization Assessment
Identify zombie instances using connection history and SQL Agent job history:
-- Check for connections in the past 90 days (requires audit enabled)
-- If Ring Buffer is available:
SELECT
    record.value('(./Record/ConnectivityTraceRecord/LoginName)[1]', 'NVARCHAR(128)') AS login_name,
    record.value('(./Record/ConnectivityTraceRecord/ProtocolType)[1]', 'NVARCHAR(128)') AS protocol,
    DATEADD(ms, rb.timestamp - si.ms_ticks, GETDATE) AS event_time
FROM sys.dm_os_ring_buffers AS rb
CROSS JOIN sys.dm_os_sys_info AS si
CROSS APPLY (SELECT CAST(rb.record AS XML) AS record) AS xRecord(record)
WHERE rb.ring_buffer_type = N'RING_BUFFER_CONNECTIVITY'
AND record.value('(./Record/ConnectivityTraceRecord/RecordType)[1]', 'VARCHAR(50)') = 'LoginTimers'
ORDER BY event_time DESC;
Consolidation Gate Decision
For each instance, assign one of three dispositions:
RETAIN: Instance has active workloads, is on a supportable version path, and will be migrated through Books 03–10.
CONSOLIDATE: Instance’s databases will be migrated to another instance (lateral consolidation) or to a cloud platform (Azure SQL Managed Instance, PostgreSQL). Books 03–10 are applied to the target instance; the source is decommissioned after migration.
RETIRE: Instance has no active workloads, no live databases, and no pending dependencies. Decommissioned immediately. Databases archived per records management policy.
Document the disposition decision, authorizing manager, and expected completion date for each instance before proceeding to Book 03.

Book 03 — Authentication Audit
The authentication audit produces the pre-migration baseline: every login, its type, its last use, and its associated permissions. This baseline is the reference document for the login migration in Book 05.
Login Inventory
-- Complete login inventory for all instance-level principals
SELECT
    p.name AS login_name,
    p.type_desc AS login_type,
    p.is_disabled,
    p.create_date,
    p.modify_date,
    l.password_hash IS NOT NULL AS has_password_hash,
    l.is_policy_checked,
    l.is_expiration_checked,
    ISNULL(sp.permission_name, '') AS server_permission
FROM sys.server_principals p
LEFT JOIN sys.sql_logins l ON p.principal_id = l.principal_id
LEFT JOIN sys.server_permissions sp ON p.principal_id = sp.grantee_principal_id
WHERE p.type IN ('S', 'U', 'G')  -- SQL, Windows User, Windows Group
ORDER BY p.type_desc, p.name;
Database User Inventory
-- For each database: all database users and their mappings
EXEC sp_MSforeachdb '
USE [?];
SELECT
    DB_NAME AS database_name,
    dp.name AS user_name,
    dp.type_desc AS user_type,
    sp.name AS mapped_login,
    dr.name AS database_role
FROM sys.database_principals dp
LEFT JOIN sys.server_principals sp ON dp.sid = sp.sid
LEFT JOIN sys.database_role_members rm ON dp.principal_id = rm.member_principal_id
LEFT JOIN sys.database_principals dr ON rm.role_principal_id = dr.principal_id
WHERE dp.type IN (''S'', ''U'', ''G'')
AND dp.name NOT IN (''guest'', ''INFORMATION_SCHEMA'', ''sys'', ''dbo'')
ORDER BY dp.type_desc, dp.name;
'
NTLM Source Identification
Enable SQL Server Audit to capture authentication events, or use the Windows Security log:
# Export NTLM events from Windows Security log (last 30 days)
$startDate = (Get-Date).AddDays(-30)
$events = Get-WinEvent -FilterHashtable @{
    LogName   = 'Security'
    Id        = 4624, 4625
    StartTime = $startDate
} | Where-Object {
    $_.Properties[10].Value -eq 'NTLM'  # AuthenticationPackageName (index 10 in event 4624; index 8 is LogonType)
}

$events | Select-Object TimeCreated,
    @{N="User";E={$_.Properties[5].Value}},
    @{N="Workstation";E={$_.Properties[11].Value}},
    @{N="LogonType";E={$_.Properties[8].Value}} |
Export-Csv "$env:USERPROFILE\Desktop\ntlm-events-$(Get-Date -Format yyyyMMdd).csv" -NoTypeInformation
Five Closure Conditions
The authentication audit is complete when all five closure conditions are documented:
1. Login inventory complete. All instance-level logins enumerated, typed, and exported.
1. Database user mapping complete. All database users mapped to logins and roles.
1. NTLM sources classified. All NTLM authentication events classified by root cause (missing SPN, cross-site, linked server, non-domain host).
1. Dependency map complete. All applications, ODBC sources, linked servers, and scheduled jobs that authenticate to this instance are identified.
1. Migration plan approved. The login migration plan (which Entra identity replaces each legacy login) is documented and approved by the data owner.

Book 04 — Arc Deployment and Managed Identity
Arc Agent Installation
Arc enrollment is performed per-server, not per-instance. A Windows Server with multiple SQL Server instances requires only one Arc agent.
Generate the Arc installation script from the Azure portal:
1. Navigate to Azure Arc > Servers > Add
1. Select Add a single server
1. Select Windows as the OS
1. Configure the subscription, resource group, and region
1. Download the generated installation script (PowerShell)
Run the installation script on each server (requires administrator privileges):
# Run the Azure-generated script — example structure:
# $env:SUBSCRIPTION_ID = "<subscription-id>"
# $env:RESOURCE_GROUP  = "<resource-group>"
# $env:TENANT_ID       = "<tenant-id>"
# $env:LOCATION        = "usgovvirginia"

# Invoke-WebRequest -Uri "https://aka.ms/azcmagent-windows" -OutFile "$env:TEMP\install_windows_azcmagent.ps1"
# & "$env:TEMP\install_windows_azcmagent.ps1"
# azcmagent connect --subscription-id $env:SUBSCRIPTION_ID `
#                   --resource-group $env:RESOURCE_GROUP `
#                   --tenant-id $env:TENANT_ID `
#                   --location $env:LOCATION
Verify Arc Enrollment
# Verify Arc agent status
azcmagent show

# Expected output includes:
# Status: Connected
# Resource name: <servername>
# Resource group: <resourcegroup>
# Tenant ID: <tenantid>
SQL Server Arc Extension
After Arc enrollment, install the SQL Server Arc extension to enable Entra authentication:
# Via Azure CLI (run from management workstation)
az connectedmachine extension create `
    --name "WindowsAgent.SqlServer" `
    --publisher "Microsoft.AzureData" `
    --type "WindowsAgent.SqlServer" `
    --machine-name "<servername>" `
    --resource-group "<resourcegroup>" `
    --location "usgovvirginia" `
    --settings '{"SqlManagement":{"IsEnabled":true}}'
Validate Managed Identity Token
After extension installation, validate that the server can acquire a Managed Identity token:
# Test Managed Identity token acquisition (run on the Arc-enrolled server)
$response = Invoke-RestMethod `
    -Uri "http://localhost:40342/metadata/identity/oauth2/token?api-version=2020-06-01&resource=https://management.azure.com/" `
    -Headers @{ Metadata = "true" } `
    -Method GET

if ($response.access_token) {
    Write-Host "Managed Identity token acquired successfully"
    Write-Host "Token type: $($response.token_type)"
    Write-Host "Expires in: $($response.expires_in) seconds"
} else {
    Write-Error "Failed to acquire Managed Identity token"
}
Enable Entra Authentication on SQL Server
-- Enable Entra authentication on the SQL instance
-- Requires sysadmin role; specify the Arc server's Managed Identity display name
USE master;
GO

-- For SQL Server 2022:
ALTER SERVER CONFIGURATION
    SET EXTERNAL AUTHENTICATION PROVIDER ENABLED = 1;
GO

-- Create the Azure AD admin account (first Entra login must be an admin)
-- Replace with the agency's Entra ID group for SQL DBAs
CREATE LOGIN [SQLDBAs@agency.gov] FROM EXTERNAL PROVIDER;
ALTER SERVER ROLE sysadmin ADD MEMBER [SQLDBAs@agency.gov];
GO

Book 05 — Login Migration and Parallel Run
This book is the core migration action. Every legacy login on every retained instance is migrated to an Entra login using the four-phase parallel run pattern.
Migration Sequence per Login
Phase 1 — Create Entra login:
-- For a user login:
CREATE LOGIN [firstname.lastname@agency.gov] FROM EXTERNAL PROVIDER;

-- For a group login (use Object ID for nested groups):
CREATE LOGIN [SQL-ApplicationName-ReadOnly] FROM EXTERNAL PROVIDER
    WITH OBJECT_ID = 'xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx';

-- Grant database access:
USE [ApplicationDatabase];
CREATE USER [firstname.lastname@agency.gov] FOR LOGIN [firstname.lastname@agency.gov];
ALTER ROLE db_datareader ADD MEMBER [firstname.lastname@agency.gov];
Phase 2 — Validate:
# Test connection using Azure AD authentication (run from workstation enrolled with target identity)
$connectionString = "Server=sql01.agency.gov;Database=ApplicationDatabase;Authentication=Active Directory Interactive;"
$connection = New-Object System.Data.SqlClient.SqlConnection($connectionString)
$connection.Open
Write-Host "Authentication scheme: $(
    (New-Object System.Data.SqlClient.SqlCommand(
        'SELECT auth_scheme FROM sys.dm_exec_connections WHERE session_id = @@SPID',
        $connection)).ExecuteScalar
)"
$connection.Close
Expected output: Authentication scheme: KERBEROS (for Entra ID token-based connections on the server side) or Authentication scheme: NONE (for Managed Identity connections, which bypass the SQL authentication scheme column).
Phase 3 — Disable legacy login:
-- Disable (not drop) the legacy login
ALTER LOGIN [DOMAIN\username] DISABLE;

-- Document the action in the migration log:
INSERT INTO dba_migration_log (login_name, action, action_date, performed_by)
VALUES ('DOMAIN\username', 'DISABLED', GETDATE, SYSTEM_USER);
Phase 4 — Drop after observation:
-- Only execute after 30-day observation period with zero authentication failures
-- traceable to this disabled login.
DROP LOGIN [DOMAIN\username];

-- Update migration log:
UPDATE dba_migration_log
SET dropped_date = GETDATE
WHERE login_name = 'DOMAIN\username';
sa Account Handling
-- Disable sa account
ALTER LOGIN sa DISABLE;

-- Rename to prevent confusion with any other sa accounts
ALTER LOGIN sa WITH NAME = [disabled_sa_sql01_prod];

-- Verify
SELECT name, is_disabled FROM sys.server_principals
WHERE name LIKE 'disabled_sa%';
Migration Tracking Table
Create a migration tracking table in a DBA database on each instance:
CREATE TABLE dba.login_migration_log (
    id              INT IDENTITY PRIMARY KEY,
    legacy_login    NVARCHAR(256) NOT NULL,
    legacy_type     NVARCHAR(50)  NOT NULL,
    entra_login     NVARCHAR(256) NOT NULL,
    created_date    DATETIME      NOT NULL DEFAULT GETDATE,
    validated_date  DATETIME      NULL,
    disabled_date   DATETIME      NULL,
    dropped_date    DATETIME      NULL,
    notes           NVARCHAR(MAX) NULL
);

Book 06 — NTLM Detection and Remediation
SPN Fix
For each NTLM source classified as “missing SPN” in Book 03:
# Register SPNs for SQL Server service account
# Replace <serviceaccount> with the SQL Server service account (domain\account format)
# Replace <hostname> with the SQL Server host short name
# Replace <fqdn> with the fully qualified domain name
# Replace <port> with the SQL Server port (default 1433)

$serviceAccount = "DOMAIN\svc-sql01"
$hostname = "SQL01"
$fqdn = "sql01.agency.gov"
$port = 1433

# Register both hostname and FQDN variants, with and without port
setspn -S "MSSQLSvc/${hostname}" $serviceAccount
setspn -S "MSSQLSvc/${hostname}:${port}" $serviceAccount
setspn -S "MSSQLSvc/${fqdn}" $serviceAccount
setspn -S "MSSQLSvc/${fqdn}:${port}" $serviceAccount

# Verify
setspn -L $serviceAccount
After registering SPNs, restart the SQL Server service and verify the next connection uses Kerberos:
# Test Kerberos authentication
$connectionString = "Server=SQL01;Database=master;Integrated Security=SSPI;"
$connection = New-Object System.Data.SqlClient.SqlConnection($connectionString)
$connection.Open
$authScheme = (New-Object System.Data.SqlClient.SqlCommand(
    "SELECT auth_scheme FROM sys.dm_exec_connections WHERE session_id = @@SPID",
    $connection)).ExecuteScalar
Write-Host "Auth scheme: $authScheme"  # Expected: KERBEROS
$connection.Close
Linked Server Remediation
For linked servers using passthrough authentication:
-- Identify linked server security configuration
SELECT
    ls.name AS linked_server,
    ls.product,
    ls.provider,
    lsl.uses_self_credential,
    lsl.remote_name
FROM sys.servers ls
JOIN sys.linked_logins lsl ON ls.server_id = lsl.server_id
WHERE ls.is_linked = 1;
For linked servers with uses_self_credential = 1, create a dedicated service principal for the linked server connection and update to explicit credential mapping:
-- Drop existing linked server login mapping
EXEC sp_droplinkedsrvlogin @rmtsrvname = 'LINKEDSERVER01', @locallogin = NULL;

-- Add explicit mapping to dedicated service principal
EXEC sp_addlinkedsrvlogin
    @rmtsrvname   = 'LINKEDSERVER01',
    @useself      = 'FALSE',
    @locallogin   = NULL,
    @rmtuser      = 'svc-linkedserver@agency.gov',  -- Entra service account
    @rmtpassword  = NULL;  -- Token authentication — no password
NTLMv1 Block (Phase B completion action)
Apply this Group Policy setting via GPO across all SQL Server hosts after SPN fixes are verified:
Computer Configuration > Windows Settings > Security Settings > Local Policies > Security Options
Network security: LAN Manager authentication level
Value: Send NTLMv2 response only. Refuse LM and NTLM.
Via PowerShell (for individual server verification):
# Check current NTLM policy
Get-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Lsa" -Name "LmCompatibilityLevel"
# Value 5 = Send NTLMv2 only; refuse LM and NTLM

# Set if not already at 5:
Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Lsa" -Name "LmCompatibilityLevel" -Value 5

Book 07 — Groups and Conditional Access Perimeter
Entra Group Structure for SQL Authorization
Establish a consistent group naming convention for SQL Server authorization:
	Group Purpose
	Naming Convention
	Example

	Instance administrators
	SQL-{instance}-Admin
	SQL-SQLPROD01-Admin

	Database read-write
	SQL-{database}-ReadWrite
	SQL-FinancialDB-ReadWrite

	Database read-only
	SQL-{database}-ReadOnly
	SQL-FinancialDB-ReadOnly

	Reporting users
	SQL-{database}-Report
	SQL-FinancialDB-Report

	Service accounts
	SQL-SVC-{application}
	SQL-SVC-PayrollApp


Groups are created in Entra ID and assigned membership via dynamic membership rules based on HR-derived attributes where the workload is user access, or manually managed for service account groups.
Dynamic Group Configuration
For user access groups, configure dynamic membership in Entra ID:
Dynamic rule for SQL-FinancialDB-ReadWrite:
(user.department -eq "Finance") and
(user.jobTitle -contains "Analyst") and
(user.accountEnabled -eq true)
Dynamic groups sync membership continuously — no manual provisioning when users change roles.
Conditional Access Policy for SQL
Configure a Conditional Access policy in Entra ID targeted at the SQL Server resource:
Policy: SQL Server — Require Compliant Device
Target: Cloud app = Azure SQL (App ID 022907d3-0f1b-48f7-badc-1ba6abab6d66)
Users and groups: SQL-FinancialDB-ReadWrite, SQL-FinancialDB-ReadOnly
Conditions:
  - Device platforms: Windows
  - Client apps: Modern authentication clients
Grant: Require device to be marked as compliant
Session: Sign-in frequency = 8 hours
For privileged (admin) logins:
Policy: SQL Server — Admin MFA
Target: Cloud app = Azure SQL
Users and groups: SQL-SQLPROD01-Admin, SQL-SQLPROD02-Admin
Grant: Require multi-factor authentication + Require compliant device
Session: Sign-in frequency = 1 hour (persistent browser = disabled)

Book 08 — Application Chain and Connection Strings
Connection String Inventory
Collect all connection strings in use for this instance’s databases. Sources include:
· IIS web.config files
· Application configuration files (appsettings.json, app.config)
· ODBC Data Sources (System DSNs via odbcad32.exe)
· SSIS packages
· SSRS data sources
· Scheduled task scripts
· Service account registry entries
# Search for connection strings in IIS web.config files
Get-ChildItem -Path "C:\inetpub" -Recurse -Filter "web.config" |
    Select-String -Pattern "Integrated Security=SSPI|Trusted_Connection=yes|User Id=sa" |
    Select-Object Path, LineNumber, Line |
    Export-Csv "$env:USERPROFILE\Desktop\connection-strings-$(Get-Date -Format yyyyMMdd).csv"
Connection String Transformation
For each Class 3 application (OIDC/Token path):
Before:
Data Source=SQL01.agency.gov;Initial Catalog=ApplicationDB;Integrated Security=SSPI;
After:
Data Source=SQL01.agency.gov;Initial Catalog=ApplicationDB;Authentication=Active Directory Default;
For applications using the Azure Identity SDK, add the credential provider:
// .NET application — Azure.Identity package
using Azure.Identity;
using Microsoft.Data.SqlClient;

var credential = new DefaultAzureCredential;
var connection = new SqlConnection("Server=sql01.agency.gov;Database=ApplicationDB;Authentication=Active Directory Default;");
// DefaultAzureCredential automatically uses the Managed Identity when running on Arc-enrolled server
connection.Open;
ODBC Data Source Migration
# List all System DSNs
Get-OdbcDsn -DsnType "System" | Select-Object Name, DriverName, Attribute

# Update ODBC DSN authentication for Entra:
# SQL Server ODBC Driver 18 supports Entra authentication
Set-OdbcDsn -Name "ApplicationDSN" -DsnType "System" -SetPropertyValue @(
    "Authentication=ActiveDirectoryMsi"
)

Book 09 — Continuous Monitoring and Compliance Record
Closure Necessity — IA-2 evidence on multipath transport. The compliance record this book produces is closure evidence, not preference. Kerberos is session- and location-bound: it requires a reachable KDC and a stable path between client, KDC, and server, and SD-WAN multipath transport removes both guarantees — the failure mode is silent NTLM fallback, which the queries below exist to detect. No SPN hygiene, KDC placement, or clock discipline makes session-bound authentication path-independent; the token-based authentication these runbooks deploy is the only mechanism that closes IA-2 for SQL Server on modern transport. This guide is the implementation of the cryptographic-identity doctrine in Vol I Book 03.
Monitoring Queries
Run these queries on a schedule (daily minimum) to detect authentication posture drift:
-- Detect any remaining SQL logins (should be zero after migration)
SELECT name, type_desc, is_disabled
FROM sys.server_principals
WHERE type = 'S'  -- SQL login
AND name NOT IN ('sa', 'disabled_sa_sql01_prod', '##MS_PolicyEventProcessingLogin##', '##MS_AgentSigningCertificate##')
AND is_disabled = 0;  -- Alert if any result

-- Detect any active NTLM connections
SELECT session_id, auth_scheme, login_name, host_name, program_name
FROM sys.dm_exec_connections c
JOIN sys.dm_exec_sessions s ON c.session_id = s.session_id
WHERE c.auth_scheme = 'NTLM';  -- Alert if any result

-- Verify sa is disabled and renamed
SELECT name, is_disabled
FROM sys.server_principals
WHERE name LIKE 'sa' OR name LIKE 'disabled_sa%';  -- Alert if 'sa' row has is_disabled = 0
Compliance Record Export
The compliance record is a structured JSON export produced daily and stored in the agency’s compliance evidence repository:
$instance = "SQL01.agency.gov"
$connectionString = "Server=$instance;Database=master;Authentication=Active Directory Default;"

$record = @{
    instance        = $instance
    timestamp       = (Get-Date).ToUniversalTime.ToString("o")
    sql_logins      = @
    ntlm_sessions   = @
    sa_status       = $null
    entra_logins    = @
}

# Execute queries and populate record
$conn = New-Object System.Data.SqlClient.SqlConnection($connectionString)
$conn.Open

# Populate from monitoring queries above...
$conn.Close

$record | ConvertTo-Json -Depth 5 |
    Out-File "C:\ComplianceRecords\sql-auth-$instance-$(Get-Date -Format yyyyMMdd).json"

Book 10 — Certificate Discovery and ADCS Dependencies
TLS Certificate Inventory
# Identify the certificate SQL Server is using for TLS
# Check SQL Server Configuration Manager (GUI) or registry
$certThumbprint = (Get-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Microsoft SQL Server\MSSQL16.MSSQLSERVER\MSSQLServer\SuperSocketNetLib" -Name "Certificate" -ErrorAction SilentlyContinue).Certificate
Write-Host "SQL Server TLS Certificate Thumbprint: $certThumbprint"

# Look up the certificate details
if ($certThumbprint) {
    Get-ChildItem -Path "Cert:\LocalMachine\My" |
        Where-Object { $_.Thumbprint -eq $certThumbprint } |
        Select-Object Subject, Issuer, NotAfter, Thumbprint
}
ADCS Enrollment Status
# Check if the certificate was issued by ADCS (internal CA)
$cert = Get-ChildItem -Path "Cert:\LocalMachine\My" |
    Where-Object { $_.Thumbprint -eq $certThumbprint }

$isAdcs = $cert.Issuer -match "YourAgencyCA"  # Replace with your CA name
if ($isAdcs) {
    Write-Host "Certificate is ADCS-issued — renewal must be addressed before domain unjoin"
    Write-Host "Expiration: $($cert.NotAfter)"
    Write-Host "Action required: Enroll replacement from FedRAMP-authorized CA before domain unjoin"
}
Certificate Pinning Detection
# Search connection strings for thumbprint pins
Get-ChildItem -Path "C:\inetpub", "C:\Program Files" -Recurse -Include "*.config", "*.json" -ErrorAction SilentlyContinue |
    Select-String -Pattern "thumbprint|certificate=|sslCert" -CaseSensitive:$false |
    Select-Object Path, LineNumber, Line |
    Export-Csv "$env:USERPROFILE\Desktop\cert-pins-$(Get-Date -Format yyyyMMdd).csv"
For any pinned certificates found, update the configuration to reference the new certificate thumbprint after replacement enrollment.

Implementation Checklist Summary
Use this checklist to track progress across the full migration program for each instance:
	Book
	Action
	Instance:
	Instance:
	Instance:

	01
	Service account baseline documented
	☐
	☐
	☐

	01
	Toolchain verified
	☐
	☐
	☐

	02
	Estate discovery complete
	☐
	☐
	☐

	02
	Consolidation gate decision documented
	☐
	☐
	☐

	03
	Login inventory complete
	☐
	☐
	☐

	03
	NTLM sources classified
	☐
	☐
	☐

	03
	Dependency map approved
	☐
	☐
	☐

	04
	Arc agent enrolled
	☐
	☐
	☐

	04
	SQL Arc extension installed
	☐
	☐
	☐

	04
	Managed Identity token validated
	☐
	☐
	☐

	04
	Entra auth enabled, DBA group admin
	☐
	☐
	☐

	05
	Entra logins created for all users
	☐
	☐
	☐

	05
	Legacy logins validated and disabled
	☐
	☐
	☐

	05
	sa disabled and renamed
	☐
	☐
	☐

	05
	30-day observation complete
	☐
	☐
	☐

	05
	Legacy logins dropped
	☐
	☐
	☐

	06
	SPNs fixed
	☐
	☐
	☐

	06
	Linked servers remediated
	☐
	☐
	☐

	06
	NTLMv1 blocked
	☐
	☐
	☐

	06
	30-day zero-NTLM observation complete
	☐
	☐
	☐

	07
	Entra groups structured and populated
	☐
	☐
	☐

	07
	Conditional Access policies applied
	☐
	☐
	☐

	08
	Application chain classified
	☐
	☐
	☐

	08
	Connection strings updated
	☐
	☐
	☐

	08
	ODBC DSNs migrated
	☐
	☐
	☐

	09
	Monitoring queries scheduled
	☐
	☐
	☐

	09
	Compliance record export operational
	☐
	☐
	☐

	10
	TLS certificate inventory complete
	☐
	☐
	☐

	10
	ADCS dependencies documented
	☐
	☐
	☐

	10
	Certificate pinning cleared
	☐
	☐
	☐


Upon completion of all 10 books for all retained instances, the SQL Server estate is in the transformed posture described in Vol II Book 01 (SQL Server Authentication Modernization) of this series.
Draft Proposal — Subject to Review
This document is a draft proposal developed by the CSI Team (Cloud Services Infrastructure). It is an attempt at a comprehensive Agency-wide technical roadmap and has not been reviewed or approved by the Agency CIO Office, the Office of Information Security (OIS), or organizational leadership. All recommendations, vendor selections, control mappings, and implementation timelines are subject to revision pending formal review by the Agency CIO Office and organizational components.
Date Code: 2026-07-29 14:17 ET
Series Context — This document is Vol II Book 03 of the Federal Compliance series. Volumes I–II — the foundation and data-platform books — address network and identity infrastructure (IPAM/DDI/PKI, network access control, certificates and tokens, SD-WAN/SASE, network modernization) and SQL Server identity migration. This book addresses the architectural substrate beneath the identity layer: where databases should live, why network physics constrain that decision, and how SD-WAN and token-based security change the trade-off calculus.
The Consolidation Premise
Federal database infrastructure is fragmented. Every initiative, every bureau, and every application deployment produced another database server. Over decades, agencies accumulated hundreds — sometimes thousands — of database instances running on heterogeneous versions of SQL Server, Oracle, PostgreSQL, and MySQL, distributed across data centers, colocation facilities, and cloud tenants.
This fragmentation is not an accident and it is not ignorance. It is the rational local optimum of a distributed organization: each team provisioned what it needed, when it needed it, without visibility into what its neighbors had already deployed. The result is a system where data answers are inconsistent (different databases carry different versions of the same fact), where reconciliation jobs outnumber original data collection jobs, and where audit coverage is partial because the infrastructure footprint is unmapped.
The consolidation program is the correction. But consolidation is not simply moving databases to fewer servers. It requires a principled distinction between two kinds of centralization that are frequently confused.
Logical vs. Physical Centralization
The most important architectural distinction in federal database consolidation is between logical centralization and physical centralization. These are not the same thing and conflating them produces either unnecessary cost or unnecessary fragmentation.
Logical Centralization
Logical centralization means that every fact has exactly one authoritative source. There is one canonical record for each employee, each asset, each transaction. All other representations of that fact are derived from the canonical source — they are readable projections, not independent authorities.
Logical centralization is almost always the correct goal. It:
· Eliminates the reconciliation jobs that consume engineering time and produce inconsistent answers
· Creates a clear audit trail — the canonical source has the history; projections do not need to
· Simplifies access control — one system enforces the authoritative access policy
· Enables consistent answer to “what is the current value of X?” — it is whatever the canonical source says
The most common source of data integrity problems in federal systems is logical fragmentation: the same fact lives in three different systems, maintained by three different processes, and they disagree. OPM HRIT says the employee is in Department A. The identity provider says Department B. The financial system says Department C. The right correction is to designate one as authoritative (or build an authoritative HR master) and make the others derive from it.
Physical Centralization
Physical centralization means that all data lives on one server, in one data center, in one region. Physical centralization is sometimes the right choice and sometimes physically constrained — because the speed of light is not negotiable.
Physical centralization delivers the performance benefits of co-location: intra-node queries avoid network round trips entirely. Sub-millisecond access to any row. No consistency lag. For many workloads — particularly transactional systems with strong consistency requirements — physical co-location within a data center is the right answer.
But physical centralization across geographies is a different proposition entirely. A database that must serve users in Virginia and San Francisco simultaneously cannot provide sub-millisecond response to both. The physics does not allow it. A request from San Francisco to a database in Virginia travels roughly 2,500 miles — about 4,000 km. At the speed of light in fiber (approximately 200,000 km/s), that is a minimum round-trip time of approximately 40 milliseconds — before any processing, queuing, or application latency is added.
The architectural implication: physically centralize within a region, replicate asynchronously across regions, and design workloads to tolerate the replication lag for cross-region reads.
The Speed-of-Light Tax
The propagation delay floor is the most important number in distributed database architecture. It is not a software configuration parameter. It is not a network engineering problem. It is physics.
The Floor, the Gap, and the Addressable Portion
For any physical path between two points, there is a minimum round-trip latency determined purely by distance and the speed of signal propagation. For fiber-optic cable, the effective propagation speed is approximately 200,000 km/s (two-thirds the speed of light in vacuum, due to the refractive index of glass).
	Route
	Distance
	Physics Floor (RTT)
	Typical Observed RTT
	Addressable Gap

	Metro (50 km)
	50 km
	0.5 ms
	0.7–1 ms
	0.2–0.5 ms

	DC to Chicago (1,200 km)
	1,200 km
	12 ms
	16–25 ms
	4–13 ms

	DC to LA (3,700 km)
	3,700 km
	37 ms
	65–90 ms
	28–53 ms

	NY to London (5,600 km)
	5,600 km
	56 ms
	80–110 ms
	24–54 ms

	NY to Singapore (15,300 km)
	15,300 km
	153 ms
	250–350 ms
	97–197 ms


The physics floor is not reducible by any software, protocol, or network engineering. Light cannot travel faster. Fiber cannot be made shorter. The floor is the floor.
The addressable gap — the difference between the floor and the observed latency — represents routing excess, queuing, processing overhead, and path suboptimality. This is what SD-WAN, optimized routing, and network engineering attack. For the DC-to-LA route, observed latency is typically 65–90ms against a 37ms floor — a 28–53ms addressable gap. SD-WAN can close much of this gap through near-geodesic routing selection and traffic prioritization. But it cannot close the 37ms floor.
Implications for Consistency Models
Strong consistency requires round trips. A strongly consistent read — one that guarantees it reflects the latest committed write — must either be served from the primary write node or perform a round trip to verify there are no pending writes. For a primary in DC and a reader in LA:
· A strongly consistent read from LA requires at minimum one round trip to DC: 37ms physics floor, observed 65–90ms
· A strongly consistent write from LA requires at minimum one round trip to DC: same
This is not a configuration problem. It is not a database vendor problem. It is the physics of the deployment.
The correct architecture for cross-region access is:
1. Intra-region writes. All writes go to the single-region primary. Strong consistency is free within the region (sub-ms).
1. Async replication for DR. The primary replicates asynchronously to a DR replica in a second region. The lag is bounded by the async commit design — typically seconds for healthy replication.
1. Read replicas for latency. Readers that can tolerate bounded staleness read from the nearest replica. The staleness bound is configured and monitored.
1. CRDT or eventual consistency for merge scenarios. Multi-writer workloads use conflict-free replicated data types (CRDTs) or operational transformation to merge concurrent writes deterministically.
The consistency class selected for a workload must match the network transport class available for that workload’s traffic. This is the central design rule of this document.
Physics Is Not a Procurement Decision
The propagation floor is not a database-specific observation. It is the general form of an argument that runs through this entire series: every latency-sensitive workload in the federal enterprise carries a budget that physics sets and no acquisition can change. Voice carries ITU-T G.114’s 150ms one-way ceiling — above it, talker echo is perceptible and the call degrades, regardless of what the contract says. Distributed databases carry the propagation floors documented in this chapter — a strongly consistent read from LA against a DC primary costs 37ms round trip before the first byte of processing, regardless of which vendor sold the circuit. These budgets are non-negotiable inputs to architecture. They cannot be traded against cost in a source selection, waived in a risk acceptance memo, or engineered away by a faster router. Light in fiber travels at approximately 200,000 km/s, and no procurement decision repeals that.
Exactly one purchasing decision touches the floor: where traffic enters the network. Direct Internet Access — local breakout — shortens the physical path by eliminating the geographic hairpin, the same way regional database placement shortens the path between a write and its quorum. Distance is the only latency variable a buyer controls, which is why DIA is the only latency fix that exists. There is no second one.
And it is only a latency fix. A DIA circuit satisfies none of the protection controls. It carries traffic unencrypted at the network layer (SC-8 open). It has no notion of traffic class, so quorum ACKs and backup streams contend for the same queue (SC-5 open). It produces no application-layer telemetry (SI-4 open) and no transport evidence (CA-7 open). Every protection control claimed in the vicinity of the circuit is satisfied by the SD-WAN overlay and the policy stack that govern it — never by the pipe; what transport selection itself closes is CP-8 (Telecommunications Services), through the provider and path diversity the multipath design supplies. An agency that buys the circuit without the overlay has purchased lower latency and a compliance regression, and no subsequent circuit purchase — a second DIA, an MPLS upgrade, dark fiber, more bandwidth — closes any of it. Circuits change how fast packets travel; controls are about what happens to them on the way.
Applied to this document’s subject, the doctrine reads: place the primary at the regional center of gravity of its write consumers, because that is arranging around the floor; let SD-WAN attack the addressable gap between the floor and observed latency, because that is the portion engineering can reach; assign each workload the consistency class its geography can actually deliver, because pretending otherwise just relocates the physics into mysterious query latency. Architecture is not the act of overcoming physics. It is the act of arranging around what physics permits — and the propagation floor is where that discipline starts.
SD-WAN as the Database’s Network Ally
SD-WAN does not eliminate the physics floor. What it does is reduce the gap between the physics floor and the observed latency, and it separates traffic classes so that high-priority database traffic is not competing with bulk data transfers for the same network path.
Near-Geodesic Routing
Traditional MPLS networks route traffic along paths determined by carrier topology — which may not be the shortest physical path. A packet from an agency data center in Virginia to a cloud region in Oregon may route through Chicago and Denver because those are the carrier’s peering points.
SD-WAN selects among multiple available paths — MPLS, broadband, LTE — and measures the observed latency of each path continuously. It routes traffic along the path that currently has the lowest latency to the destination, which is typically the most geographically direct path available.
For database applications, near-geodesic routing reduces the observed latency toward the physics floor. The DC-to-Oregon route that takes 95ms over an MPLS path with Midwest hops may take 68ms over a direct broadband path with west-coast peering.
Three Benefits for Database Architecture
Benefit 1 — Near-geodesic routing. SD-WAN selects the lowest-latency path currently available, approaching the physics floor rather than being determined by carrier topology. For intra-agency database traffic (between data centers, between a data center and a cloud region), this can reduce observed latency by 30–50% versus traditional MPLS.
Benefit 2 — Forward Error Correction (FEC) and packet duplication. Network packet loss causes TCP retransmits, which add one full RTT to the affected transaction. For a connection with 0.1% packet loss on a 50ms path, retransmits add an average of 0.05ms per packet — but for the packets that are lost, they add 50ms. FEC and packet duplication allow SD-WAN to recover lost packets without waiting for a retransmit, eliminating the tail latency spike. This matters for databases because tail latency directly affects the P99 and P999 query latency.
Benefit 3 — Traffic class separation. SD-WAN can mark and route different traffic classes over different underlying paths. This enables the separation of:
· Lean traffic (consensus heartbeats, leader election, quorum ACKs, clock synchronization) → low-latency path, strict priority queuing
· Fat traffic (backups, async replication, analytics exports) → bulk path, best-effort delivery
Without traffic class separation, a large backup job running at the same time as a database failover election can flood the available bandwidth and delay the heartbeat that determines quorum. With separation, the backup job runs on a completely separate path — the lean lane is protected regardless of bulk traffic volume.
The Lean-Fat Design Rule
The lean-fat separation maps directly to database replication topology:
Route over the lean lane: - Raft/Paxos consensus heartbeats - Leader election traffic - Synchronous commit acknowledgements (quorum ACKs) - Time synchronization (NTP) - Entra Conditional Access token validation (this is not a database operation but it is in the path of every database connection establishment)
Route over the fat lane: - Initial base snapshots (used for adding a new replica) - Async log shipping (disaster recovery replication) - Analytics replica sync - Database backups - Telemetry and monitoring data
The lean lane needs low latency and low jitter. It does not need high bandwidth — heartbeats are tiny. The fat lane needs throughput. It does not need low latency. Designing separate infrastructure for these two characteristics and marking traffic so SD-WAN routes them appropriately is the correct architecture.
Closure Necessity — SC-5 on shared database paths. SC-5 requires the system to protect against or limit the effects of organization-defined denial-of-service events. For a distributed database cluster, the defining event is internal: a bulk replication or backup stream that floods the path carrying quorum ACKs, delaying heartbeats until the cluster loses quorum. More bandwidth does not close this — bulk transfers expand to fill whatever pipe exists. Database-side throttling does not close it — the engine cannot see or schedule the network path. The only mechanism that separates quorum ACKs from bulk replication on a shared path is SD-WAN traffic-class marking with per-class queuing and path policy. There is no circuit size, backup window, or configuration setting that closes SC-5 for a distributed cluster on an unclassified path.
Token-Based Security as an Architectural Enabler
The shift from perimeter-based to token-based security is not merely an authentication change. It is an architectural change that removes the network perimeter as the primary access control mechanism for databases.
What the Perimeter Was Providing
In the traditional architecture, a database server was protected by network access controls: firewall rules that allowed only specific source IP ranges to connect on port 1433. This perimeter protection served a real purpose — it prevented unauthorized connections from reaching the SQL Server listener.
The perimeter protection had a structural flaw: once a client was inside the perimeter, no further authentication was required. A compromised host inside the network could connect to any SQL Server reachable from that network segment. Lateral movement was trivially easy because the perimeter was the only access control.
Token-based authentication eliminates the structural dependency on the perimeter. An Entra ID token is cryptographically bound to:
· The specific identity that requested it (a specific user or Managed Identity)
· The specific resource it is valid for (the specific SQL Server endpoint)
· A specific time window (access tokens expire, typically in one hour)
· A specific tenant (the agency’s Entra tenant)
A stolen token is scoped to one resource for one hour. It cannot be used for lateral movement to other resources. It cannot be reused after expiration. It cannot be used from a non-compliant device if the Conditional Access policy requires device compliance.
Token-Based Security Dissolves Perimeter Fragmentation
The perimeter model created a structural reason to fragment databases by network boundary. A database that needed to be accessed from multiple network segments required firewall rules between those segments, or a network architecture that placed the database at a boundary where multiple segments converged. This created a technical reason to deploy separate database instances per segment.
Token-based authentication eliminates this structural reason. When access is controlled by token scope rather than network segment, a single database instance can serve multiple agencies, multiple network segments, and multiple cloud regions — each consumer accessing it under a token that is scoped to exactly the permissions they need. The firewall rule becomes simpler (constrain port 1433 to approved network scopes) because authentication no longer depends on the network rule — it moves to the token layer.
This is why the zero-trust architecture enables more aggressive database consolidation: the security model no longer requires database fragmentation to maintain access control isolation.
Token Scope and Database Authorization
Entra access tokens for SQL Server are scoped to the specific SQL Server resource. A token issued for sql01.agency.gov is not valid against sql02.agency.gov. Token scope provides the access control isolation that the perimeter model achieved through network segmentation.
Within a SQL Server instance, the token identifies the principal (user or Managed Identity). Database authorization — role membership, schema permissions, row-level security — applies to the identified principal exactly as it would for any other authenticated principal. Token-based authentication does not change the SQL Server permission model; it changes the authentication surface that establishes the principal identity.
Consistency Classes and Transport Classes
The central design decision in distributed database architecture is matching the consistency class of the data to the transport class of the network. Mismatches are expensive: strong consistency over a high-latency link adds the latency cost to every read; eventual consistency over a low-latency link wastes the low-latency investment.
The Six Consistency Classes
Strong / Serializable. Every read reflects the latest committed write. Any read on any replica will see any write that was committed before the read started. Implementation: route all reads to the primary write node. Cost: one network round trip per read from any non-primary location. Best for: financial records, identity records, inventory that must be exactly correct.
Synchronous replication. A write is not acknowledged until it has been durably committed on a quorum of replicas. Cost: write latency = one round trip to the farthest quorum member. Best for: high-availability configurations where the secondary is in the same region (sub-ms round trip is nearly free).
Async replication. A write is acknowledged as soon as it commits on the primary. Replication to secondaries happens asynchronously. Cost: secondaries are always some amount behind the primary (typically seconds). Best for: disaster recovery replicas in distant regions. Reads from async replicas may be stale.
Bounded staleness. A read is guaranteed to be no more than N seconds (or N versions) behind the primary. Implementation: client reads from a secondary, but only after the secondary has applied all writes committed more than N seconds ago. Best for: read-heavy workloads where slight staleness is acceptable (e.g., reports, dashboards, analytics).
Causal / CRDT. Multi-writer scenarios where concurrent writes must be merged. CRDTs (counters, sets, maps with deterministic merge semantics) allow each region to accept writes independently and converge to the same state without requiring consensus. Best for: counters, event logs, status tracking where the merge semantics are well-defined.
Eventual. No guarantee on read recency. A write will eventually propagate to all replicas, but a read may see any version. Best for: analytics, reporting, search indexes, recommendation systems — workloads where exactness is less important than throughput.
The Design Rule
The design rule is simple to state and often violated in practice:
Strong consistency intra-region. Weaker consistency models for cross-region reads.
Within a region, the round-trip time between data center and cloud zone is sub-millisecond. Strong consistency is nearly free. A database primary in the same region as its compute tier can provide strong consistency to all readers in that region with negligible latency cost.
Across regions, every round trip to the primary adds 50–300ms depending on the geography. Spending this on every read is expensive. The correct design is to use async replication to bring data to the reader’s region and accept the bounded staleness, or to design the workload to use CRDT merge semantics so it can accept writes locally.
The mistake: deploying a globally distributed database with strong consistency configured for all reads. The observable symptom is read latency that is inexplicably high — because every read from a regional replica is paying a cross-region round trip to verify consistency. The fix is to move the strong consistency requirement intra-region and downgrade cross-region reads to bounded staleness.
Federal Workload Classifications
Applying the consistency framework to common federal workload types:
	Federal Workload
	Consistency Requirement
	Recommended Transport Class

	Identity records (Entra / HR)
	Strong — must reflect current access grants
	LEAN, intra-region primary

	Financial transactions
	Strong — regulatory requirement for exactness
	LEAN, intra-region primary

	Case management records
	Strong or bounded staleness depending on workflow
	LEAN intra-region, FAT for DR

	Benefits eligibility
	Strong at point of determination; cacheable for display
	LEAN for writes, bounded staleness reads

	Analytics and reporting
	Eventual — hours of lag acceptable
	FAT, async from primary

	Audit logs
	Append-only, CRDT merge acceptable
	FAT, geo-distributed

	Configuration management inventory
	Bounded staleness
	FAT, async replication

	Telemetry and monitoring
	Eventual
	FAT, bulk


The SSOT Consequence
When the logical centralization principle is applied — one canonical source per fact — the consistency class of that source propagates through the architecture.
An HR system that is the authoritative source for employee records must provide strong consistency for any operation that depends on the current employment record: access grants, system logins, benefits calculations, approval routing. A stale read of an employment record could authorize access for a separated employee.
But the HR system does not need to provide strong consistency to the analytics system that produces workforce dashboards. The dashboard can show yesterday’s headcount with no compliance implication. The same HR system — the same canonical source — serves both consumers with different consistency classes appropriate to each consumer’s need.
This is the SSOT data architecture: one canonical source, multiple consistency-class projections for different consumer types. The canonical source provides strong consistency to consumers that need it. Derived stores provide bounded staleness or eventual consistency to consumers that can tolerate it. No reconciliation is needed — the derived stores are populated from the canonical source via defined replication paths, not maintained independently.
Application-Aware Overlay — Transport Governance
Vol I Books 05–06 (Network Modernization and Federal Telecommunications Modernization) of this series addressed SD-WAN overlay architecture for network traffic and application layer protocols. The same overlay principles apply to database replication traffic, extending the traffic classification described earlier in this document.
Database Traffic as a First-Class Overlay Citizen
Database replication streams — async log shipping, consensus heartbeat traffic, snapshot transfers — are application-specific traffic that benefits from application-aware routing decisions. The SD-WAN controller that can identify a TLS connection to port 5433 as a PostgreSQL replica stream can:
· Route the replica stream over the bulk-optimized path (high throughput, tolerant of higher latency)
· Route the consensus heartbeat traffic over the low-latency path (strict priority, QoS marking)
· Apply separate QoS policies to each stream even though both originate from the same database cluster
This is application-aware networking applied to the database tier: the network knows what the traffic is and treats it accordingly, rather than treating all TCP as equivalent.
Closure Necessity — SC-8 on replication paths. SC-8 requires confidentiality and integrity for transmitted information — all of it, not only the flows an application chose to protect. Client connections to the database ride TLS 1.2+. Replication is a different transmission surface: consensus heartbeats, log-shipping streams, snapshot transfers, and monitoring flows cross inter-site paths — including DIA underlays — with whatever protection each protocol happens to implement, which varies by engine, version, and configuration. The only mechanism that encrypts all replication traffic on an inter-site path regardless of application behavior is the SD-WAN IPsec overlay. Per-protocol TLS settings can harden individual streams; they cannot make a claim about the path. SC-8 on the replication path closes at the network layer or it does not close.
Overlay vs. Underlay Consistency
A subtle but important design consideration for database clusters that span SD-WAN sites: the overlay tunnel path used by the database replication stream must be consistent with the overlay path used by the client connections to that database.
If a primary replica is in Site A and a secondary is in Site B, and a client in Site C connects to the secondary for a read, the read result must be consistent with what the client would see if it read from the primary. The consistency depends on how quickly the replication stream between Site A and Site B is carrying log records — which depends on the overlay path between Sites A and B.
A slow overlay path (high latency, high jitter) between Sites A and B means the secondary in Site B is further behind the primary in Site A. Reads from Site C against the Site B secondary may be more stale than intended. The overlay design must account for the replication lag implications of the paths chosen for replication streams.
The correct design: configure the database cluster to monitor replication lag explicitly and expose it as a metric. Route reads to secondaries only when their lag is within the configured bound. If the lag exceeds the bound, redirect reads to the primary rather than serving stale data that violates the bounded-staleness commitment.
Federal Data Architecture Principles
Principle 1 — One Truth, Many Projections
Every fact has one authoritative source. Other systems that need the same fact derive it from the authoritative source through defined, monitored data flows. This is not a technical constraint — it is an organizational discipline that must be enforced through data governance. Technical enforcement includes:
· Write authorization: only designated systems have write access to the canonical record
· Schema versioning: schema changes to the canonical source are versioned and communicated to consumer projections
· Lineage tracking: the derivation path from canonical source to each projection is documented and monitored
Principle 2 — Physics Constrains, Token Liberates
Network physics constrains where databases can be placed relative to their primary consumers. Token-based security removes the constraint of network perimeter as the access control boundary. The architectural consequence is:
· Place databases at the regional center of gravity for their primary write consumers (close to the physics floor for the majority of writes)
· Use token-based authentication to serve consumers that are geographically distant, without building separate instances for each network zone
· Use async replication and bounded-staleness reads to serve cross-region readers at the consistency class appropriate to their use case
Principle 3 — Consistency Class Alignment
Every database access pattern is explicitly classified by its consistency requirement. The classification drives the infrastructure choice:
· Strong consistency → intra-region placement → lean network transport
· Bounded staleness → async replica → fat network transport
· Eventual → analytics replica → bulk transport
Operating without explicit consistency class assignment produces an implicit default of “strong consistency everywhere,” which is the most expensive possible choice and often the source of mysterious latency in distributed federal systems.
Principle 4 — Separate the Lean and the Fat
Database infrastructure produces two fundamentally different types of network traffic with incompatible performance requirements. Lean traffic (consensus, quorum, heartbeats) needs low latency and low jitter. Fat traffic (backups, async replication, analytics exports) needs throughput. Running them on the same network path without class separation means the fat traffic periodically degrades the lean traffic, producing intermittent latency spikes and occasional quorum failures.
SD-WAN traffic classification, DSCP marking, and dedicated paths for lean vs. fat database traffic are not gold-plating. They are the minimum viable network design for a distributed database cluster.
Principle 5 — Zero-Trust Posture for Database Access
Database access is controlled by token scope, not by network position. A connection from inside the data center perimeter and a connection from a cloud region or a contractor laptop are treated identically: each must present a valid Entra token scoped to the specific database resource. The token is evaluated against Conditional Access policies before the connection is established.
The perimeter is not eliminated — firewalls still exist and still block unauthenticated connection attempts. But the perimeter is no longer the primary access control mechanism. It is a defense-in-depth layer. The primary access control is the token, the Conditional Access policy, and the database authorization model.
NIST Control Closure
	Control
	Control Name
	Closed By
	Mechanism

	SC-28
	Protection of Information at Rest
	Transparent Data Encryption (TDE)
	SQL Server TDE encrypts data files at rest with AES-256

	SC-8
	Transmission Confidentiality and Integrity
	TLS + Arc-managed certificate + SD-WAN IPsec overlay
	SQL client connections over TLS 1.2+ with agency-PKI certificate; inter-site replication paths encrypted by the SD-WAN IPsec overlay regardless of per-protocol behavior

	SC-5
	Denial of Service Protection
	SD-WAN QoS + lean/fat separation
	Bulk traffic cannot flood lean lane; heartbeat protection

	SI-12
	Information Management and Retention
	SSOT canonical record lifecycle
	Canonical source has defined retention; derived stores follow

	CA-3
	Information Exchange
	Token-scoped cross-system access
	Entra tokens scope cross-system database access explicitly

	SA-8
	Security and Privacy Engineering Principles
	Consistency class alignment
	Physics-aligned consistency design eliminates implicit strong

	AU-9
	Protection of Audit Information
	Append-only audit log, geo-replicated
	Audit logs replicated asynchronously to immutable second region

	CP-9
	System Backup
	Async DR replica + backup regime
	Async replication to DR region, periodic backup to immutable store

	CP-10
	System Recovery and Reconstitution
	DR replica promotion runbook
	Documented failover procedure with RTO/RPO validated by test


Summary
The database consolidation and network physics framework establishes the architectural foundation for federal database infrastructure aligned with zero-trust, FedRAMP 20x, and application-aware networking principles.
Logical centralization — one canonical source per fact — is the correct goal for federal data governance. Physical centralization is constrained by the speed-of-light floor: databases should be placed at the regional center of gravity for their primary write consumers and serve cross-region readers with async replicas and bounded-staleness consistency.
SD-WAN addresses the addressable gap between the physics floor and observed latency, and separates lean database traffic (consensus, quorum) from fat database traffic (backups, async replication) so they cannot compete for the same network path.
Token-based security removes the structural dependency on network perimeter as the primary database access control. When access is controlled by token scope and Conditional Access policy, database instances can serve multiple consumers across network boundaries without requiring per-boundary instance fragmentation.
The consistency class to transport class alignment rule — strong consistency intra-region, weaker models for cross-region reads — eliminates the most common source of unnecessary latency in distributed federal database systems: the implicit default of strong consistency everywhere, including cross-region.
Together with the SQL Server authentication modernization (Vol II Books 01–02) and the network controls established across Vol I Books 01–06 (the foundation books), this architectural framework closes the FedRAMP 20x gap in the database and data management layer.
